
Below is some info regarding the servers:

The Services are hosted on dedicated hardware at a premier data center provider in the continental

United States. From a network infrastructure level, our upstream provider is compliant with a wide

array of security standards:

http://www.rackspace.com/blog/compliance-standards-and-regulations-that-keep-the-cloud-secure/

The Services are hosted on servers running RedHat Enterprise Linux with automatic patching enabled.

RedHat provides both high and low priority software updates through their RedHat Network system.

The servers themselves are kept behind Cisco firewall hardware with no direct access to the public

internet. Only necessary ports are open on the webservers (80/443), and the database server has no

publicly open ports.

We monitor the health of the systems using Splunk Enterprise Edition complete with daily reports of

various important system metrics.


